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Chapter | Product Introduction and

Preparation

1. Introduction

1.1 Overview

The VT300 series vehicle tracking gateway is an asset tracking product that
features cost-effectiveness, rich interfaces and strong performance. It is
suitable for industries such as logistics and transportation, engineering vehicle
monitoring and so on. It offers precise positioning with GNSS, tracking and
monitoring the status, history track, geofencing, abnormity alarm and other
functions of vehicles and drivers, combined with the vehicle network cloud
platform, can realize remote vehicle management, asset tracking, preventive
maintenance, helping fleet operators save costs and improve efficiency. The
device provides sub-models that support wireless network access of various
speeds such as LTE CatM1, Catl, Cat4, etc.
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1.2 Packing List

1.2.1 Standard Packing List

Il

1 mian unit 4 mounting bolts

Image 1-2-1

1.2.2 Optional Accessories
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Optional accessories are not included in the default equipment package and

need to be selected according to the actual situation.
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126-PIN all-in—1 cable 1 OBD-Il 7-PIN all-in—1 cable 1 0BD-Il 26—-PIN all-in—1 cable
Image 1-2-2

Communication Cable Order Number

26PIN all-in-one test

SCABO000229
cable
OBD-I117 PIN all-in-one

SCAB000231
cable
OBD-Il 26 PIN all-in-one

SCABO000232

cable

Specifications

The cable has P1 and P2 ends: P1is
26PIN female, connected to VT310;
P2 is open end, which requires a 9-
48V adaptor. Suitable for engineering

environments and indoor tests.

The cable has P1, P2 and P3 ends:
P1is 26PIN female connected to
VT310; P2 is OBD-II male connected
to the vehicle; P3 is ignition signal
terminal connected to the ignition
on/off. Suitable for heavy trucks with
OBD-II vehicle diagnostic interfaces,
and powers VT310 through

interfaces.

This cable has P1, P2, P3 and P4
ends: P1 is 26PIN female connected
to VT310; P2 is OBD-Il male
connected to the vehicle; P3 is open
end that includes 1/0, RS232-1 and
1-Wire; P4 is ignition signal terminal

connected to the ignition on/off.



Suitable for heavy trucks with OBD-II
vehicle diagnostic interfaces, and
powers VT310 through interfaces.
Recommended for customers who
need DI, DO, Al, 1-Wire devices or

vehicle-mounted controllers.

1.3 Product Appearance

1.3.1 Product Appearance Introduction

Mounting holes

Indicator
Nameplate 26 PIN Vehicle
interface
Mounting holes
Image 1-3-1
= / olod \ = =Y 1
26 PIN Vehicle{—~fttint -o220ooooooss frnd— i 1 =
interface ; No_oo oon ’] | \ A 3 | l l
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1.3.2 Product Dimensions
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VT310 Dimension (Unit mm)

2. SIM and Cable Installation

For general cases, the device can be used after mounted onto the vehicle,

with SIM card inserted and cable installed.

2.1 Install SIM Card

In the case of dial-up Internet access, a SIM card is needed. The VT310 will
dial automatically once it is powered and started. Open the waterproof baffle
on the downside of the VT310 and insert the SIM card into the slot in the

direction shown in the picture.
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* Please notice the direction of the breach
is aligned correctly

2.2 Mount the Tracker

Customers can fix the VT310 onto the vehicle with installation bolts. It is
recommended that the tracker be installed under the front windshield of the
vehicle, where GPS signal is better received and connection to the OBD-II

diagnostic interface is easier.

VT310

Recommended installation spot

.............

2.3 Introduction and Use of Cables

We offer three types of cables for different application scenarios. Wiring

methods of them will be shown below respectively.
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2.3.1 26PIN All-in-one Test Cable Link

This cable is suitable for indoor testing and the tracker login. A 9-48V adapter
or 9-48V AC/DC power supply, a DB9-RS232 serial port female connector

and a USB to serial port line are required, as are shown below.

From left to right: Power supply module DB9-RS232 female connector, USB

to serial port line

P1 CONN=X~V~

p— 9‘2 CONN-X-V+
i AR P2

26 PIN Vehicle
interface

26-PIN all-in—1 cable



Steps:

1. Insert the 26PIN female head of P1 into the VT310;

. Connect P1 CONN-X-V- and P14 CONN-X-V+ to the negative and positive
poles of the power adapter respectively. P15 CONN-X-IGT and V + are both

connected to the positive side of the power supply;

. Connect the CONN-RS232-RX1, CONN-RS232-TX1 and GND (any) of the
cable to the TXD, RXD and GND holes of the DB9 connector. Then connect

the USB to DB9 cable to the computer, as is shown below.




2.3.2 OBD-Il 7PIN All-in-one Test Cable
Suitable for heavy trucks with OBD-II diagnostic interfaces. The VT310 is

powered by the ODB diagnostic interface, so the vehicle needs to be started
to get the VT310 working.

cncnn

-
OoBD-lI
connector

26 PIN Vehicle
interface

OBD-II 7-PIN all-in—1 cable

Steps:

1. Insert the 26PIN female head of cable P1 into the VT310;

. Connect P2 to the OBD-II diagnostic interface of the vehicle;

. If you need to judge whether the vehicle is ignited, you can connect P3 to the

ignition switch of the vehicle.
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2.3.3 OBD-Il 26PIN All-in-one Test Cable

Suitable for heavy trucks with OBD-II diagnostic interfaces. The VT310 is
powered by the diagnostic interface, so the vehicle needs to be started to get
the VT310 working.

Compared with the OBD-II 7-pin all-in-one test cable, a 19-pin I/O bare wire
end is added. This is recommended for customers with demand for 1/0 or 1-

Wire hardware access.

P3 |

w— | 5
Steps:

. Insert the 26PIN female head of cable P1 into the VT310 interface;

. Connect P2 to the OBD-II diagnostic interface of the vehicle;

. If you need to judge whether the vehicle is ignited, you can connect P3 to the
ignition switch of the vehicle;
. For P3 bare wire, you can connect your I/0O devices according to your needs,

which will be described later.

2.4 Connect to the I/O Interface

The 1/O interface is integrated into the 26PIN vehicle interface, providing 3
digital outputs (max. current 300mA), 4 digital inputs, 1 analog input, 1 1-Wire,
an RS232 serial port and an ignition signal. Following is an example of how to

use the I/O interface.
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2.4.1 Definition of 26PIN Interface

PIN Name PIN Name PIN Name PIN Name

1 V- 8 1-Wire 14 V+ 21 GND

2 GND 9 RS232_RX15 IGT 22 RS232_TX
3 DI2 10 GND 16 DI1 23 GND

4 Dl4 11 CAN_1L 17 DI3 24 CAN_1H

5 GND 12 CAN_2L 18 GND 25 CAN_2H

6 DO2 13 J1708_B 19 DO1 26 J1708_A

7 Al 20 DO3

2.4.2 RS232 Serial Port

The RS232 serial port is used for debugging. Connect the RS232_RX,
RS232_TX, and GND of the VT310 to TXD, RXD, and GND of the DB-9 serial
port welding-free interface. Use RS232 to USB cable to connect with DB-9

serial port surface welding port.

2.4.3 Digital Input (DI)

The DI can detect the switching value, such as whether the button is pressed
or bounced, and whether the switch is on or off. The VT310 provides

configurable pull-up. The DI has a default 10kQ resistor pulled down to GND.
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When the Dl is configured to pull up, there is a 20kQ resistor pull up to the
power supply voltage. When using DI, it is necessary to distinguish between
pull-up and no pull-up.

When the DI has no pull-up power supply, the external circuit is connected as

follows:
WV
(12voC)
switch
o o
DI J\ LED
24
DI (12VDC)
—<} O 0 ~—1

When the DI has a pull-up power supply, the external circuit is connected as

follows:

+V
LED 12VDC

_<}$ DI

e - -
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2.4.4. Digital Output (DO)

The DO can output DC voltage. The DO is an open-leakage output that
supports a current of 300mA and usually works with relays.

+24VDC

Relay

| Relay
§ Contacts

B7

Motor

— GND —

2.4.5. Analog Input (Al)

The Al can detect DC voltage, and customers can directly access the analog
guantity of voltage. External circuit is connected as follows:

Al

|+

Resistor

2.4.6. 1-Wire
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The 1-Wire is usually used for small communication equipment, such as
digital thermometers and iButton devices. Before use, the customer needs to
connect the DQ pin (signal line) of the 1-Wire device to the VT310 PIN8, and
connect the VDD and GND pins of the 1-Wire device to the GND of the
VT310. The sensor is the less02b type. The following picture shows the water

temperature detection wires of the 32 digital temperature sensor probe.

2.4.7 Ignition Sense

IGT(Ignition sense): IGT is used to connect to the Ignition switch of the
vehicle. The VT310 can detect whether the connected vehicle is ignited.
When using the 20PIN cable for testing, connect the IGT cable and V+ cables

to DC power supply.

3. Start the VT300

After the customer completes the installation according to the above steps,

the device can be started for debugging. The condition of the device can be
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told through the status indicator. To avoid consumption of battery power

during transportation, the device is under transportation mode in the factory

state. The VT310 needs to be activated by external power supply or the

vehicle diagnostic interface.

3.1 GNSS Status Light

Indicator Status

Long annihilation

Flash (frequency: 0.5Hz)

Slow flash (frequency: 1Hz)

Solid

3.2 Cellular Status Light

Indicator status
Long annihilation

Flash (frequency: 0.5Hz)

Slow flash (frequency: 1Hz)

Function status

The device is not started or the GNSS

function is disabled.

GNSS I i)
GNSS delivery successful

GNSS function enabled

Location success &7 {1

Function status

The device is disabled or the dialing

function is disabled.

Dialed successfully

Dialing enabled

Chapter Il Login and Device Configuration
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1. Install the Configuration Tool

The tool software supports the installation OS environment: Windows 10 ;

/\ Not support Windosw 7.

1.1 Download Configuration Tools

Enter the Download Center of InHand's Website, and download the tool from
the Vehicle Gateway Part >>InVehicle T310 Tracker. Download the
configuration tool installation package in the product documentation. Select

the default path to complete the installation, as is shown below.

sion VT310ConfigurationTool V1.2.7 Setup —

Completing VT310ConfigurationTool
V1.2.7 Setup

VT310ConfigurationToal V1. 2.7 has been installed on your
computer.

Click Finish to dose Setup,

Fun VT310ConfigurationTool V1.2.7

R 791 368 X 4%
T b0 S

« If the following error occurs after installation, choose "Run as administrator" to

open the software, as is shown below.
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cx_Freeze: Python error in main script >

'8' Traceback (most recent call last):
L File "D:\Program Files
(xB6)\python3Tlib\site-packages\cx_Freeze\initscripts\__startup__.py”",
line 40, in run
File "D:\Program Files
(x86)\python3T\lib\site-packages\cx_Freeze\initscripts\Conscle.py”,
ling 23, in run
File "wT310ConfigurationTool.py", line 1283, in <module>
File "wT310ConfigurationTool.py”, line 1272, in create_save_path
FileMatFoundErrar: [WinError 3] 2FERCTEHSEREEE, 'C\\Program
Files (x86)\\InHand\\VT310ConfigurationTool\\log'

WE

1.2 Search for the COM Port Number

Power the VT310 with an external adapter through the 26PIN all-in-one test
cable. The VT310 is connected to the computer through a USB to serial port
cable. If the GNSS or cellular light flickers, the device is started successfully.
Enter the device management page of the computer and observe the COM

slogan in the "device manager"> "ports (COM and LPT)" of the computer, as

is shown below.

18



& Computer Management

File Action View Help

o 2mE HM B EXE

;ﬁ' Computer Management (Local]‘ v & 61F9 Actions
v |} system Tools \i.‘ Audio inputs and outputs Device Manager
(® Task Scheduler P Batteries
2] Event Viewer © Bluetooth More Actions
| Shared Folders ® cameras
# Local Users and Groups | = Computer
‘5!3 Performance wa Disk drives
A Device Manager ¥ Display adapters
v &5 Storage == DVD/CD-ROM drives
& Disk Management ¥ Human Interface Devices
_':J Services and Applications *® IDE ATA/ATAPI controllers
=2 Keyboards

<

0 Mice and other pointing devices
0 HID-compliant mouse
0 Parallels Mouse Synchronization Device
u Parallels USB Mouse Synchronization Device
[ Monitors
&P Network adapters
@ Ports (COM &LPT)
@ USB Serial Port (COM3)
= Print queues

<

= Printers

u Processors

3 Sensors

B Software devices

& Sound, video and game controllers
S Storage controllers

= System devices

i Universal Serial Bus controllers

1.3 Login to the Device

-
{ &

irprand
o

Inlrackery 1310

Taal

Open the VT310 configuration tool ./ If an error message

appears, open it as an administrator.
Click "Connect device", enter the user name and password (default:
admin/123456), select the recorded serial port, baud rate (default: 115200),

and click "connect”, as is shown below.
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Vehicle Tracking Gateway Configuration Tool -2

System sefting

Summary | Cellular Network Location Information 'O Information

Connect to VI310

Cellular

OBD settings

Username Connect via serial port Connect via bluetooth

Cloud Platfor
admin
I Serialport | COM3 - Refresh Serial
o Password
Maintenance
Help Baudrate | 115200 v
fanlyrg Forget password?
Property g - None - I -

D Refresh every 13s Reboot

You can also use computer Bluetooth (4.2 or above) to connect the device.

Click "Connect device", enter the user name and password (default:
admin/123456), select the Bluetooth device with the same name as the device
SN (SN can be found on the device nameplate), and click Connect ", as is

shown below.
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Vehicle Tracking Gateway Configuration Tool -2

System setting]

Summary | Cellular Network Location Information 'O Information

Connect to VI310

Cellular
OBD settings
Username Connect via serial port Connect via bluetooth
Cloud Platform
admin
Security
Select Device Please select a device - Refresh Device List
i Password
Maintenance
Help —
r Forget password?

D Refresh every 13s Reboot

In the dialog box that pops up, you can view the device status and perform
operations on the device. Click OK to preview or modify the configuration, as

is shown below.
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Vehicle Tracking Gateway Ch&figuration Tool -2

Status
Summary Cellular Network Location Information 'O Information
System settin;
Celhula
OBD settings ( . )
-=nll]
Cloud Platform - - A
Security L) \
Maintenance @ You can now view the device status and operate
) ¥ on the device.
Help
VT310

Firmw;
Device time:

Disconnect D Refresh every 13s Reboot

Login succeeded

2. Inquire Status Information

2.1 Mobile Network Parameters

On this page are mobile network link parameters, which are used mainly to
check whether the wireless network link is normal. All parameters read when
the SIM is not inserted are default parameters. After the device is connected to
the Internet through the SIM card, it can obtain the IP address for data
transmission. For configuration of mobile network parameters, please refer to

Section 4 Configure the Cellular Network.

Parameter Description
_ Indicates the signal strength of the connected wireless
Signal value _
network. Valid values: 0 to 31.
MCC (mobile country code), MNC (mobile network code),
MCC/NMC

read from the SIM card
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SIM card status Normal/Unidentified

The International Mobile device identification code
IMEI (International Mobile Equipment Identity) is the built-in

dialing module code of the vehicle gateway.

Registration Registered/Not registered
LAC LAC(Location area code ) , obtain this parameter from the
base station after dialing successfully
VS| IMSI(International Mobile Subscriber Identity) this
parameter is read from the SIM card
This parameter is obtained from the base station after
CELL ID o
dialing successfully.
The ID of the integrated circuit card is the SIM card
ICCID number and ICCID (integrated circuit card identity). This
parameter is read from the SIM card.
After the dialing is successful, the carrier assigns the IP
IP ADDRESS
address of the network access.
Cellular status Connected/Not connected

Authentication
CHAP/PAP
method

23



Vehicle Tracking Gateway Configuration Tool -2

System Seftings

Summary Cellular Network Location Information L/O Information

Physical Layer Information:

Cellular
OBD Settings Module status: Normal IMEI: 352835102369918 CELL_ID: 71CF520
Signal Level:  19(61%) Registration status: Registered(local) ICCID:  89860118802389175315
Cloud Platform MCC/MNC: 460/01 LAC: EA0D
SIM status: Normal IMSI: 460010100114835
Security
Network Information:
1-Wire
Maintenance Ip address: 10.1.126.130 Authentication: CHAP certification
B Cellular network status: Connected
Help
M

Disconnect D Refresh every 13s Reboot

2.2 Location Information

The location information page shows the latest parameters obtained by the
GNSS module. It includes location information and related parameters of the

inertial sensor. As is shown below.
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System settings
Cellular

OBD settings
Cloud Platform
Security
Maintenance
Help

iz

Disconnect

Vehicle Tracking Gateway Configuration Tool -2

Summary Cellular Network Location Information 'O Information

Location Information:

Longitude: 104.053619 °E Latitude: 30.588234 °N

Altitude: 307.300004 m Satellites: 10

Speed: 0.000000 knot Course: 0.000000 ©

HDOP: 0.900000 Status: Fix

Dead Reckoning:

Ace X Axis: -9.028000 mg Acc Y Axis: 7.564000 mg Acc Z Axis: -993.080017 mg
Gyro X Axis: -910.000000 mdps Gyro Y Axis: 0.000000 mdps Gyro Z Axis: -280.000000 mdps

D Refresh every 13s

-

2.3 1/0 Information

System settings
Celiular

OBD settings
Cloud Platform
Security
Maintenance
Help

i

Disconnect

Vehicle Tracking Gateway Configuration Tool =%

Summary Cellular Network Location Information /O Information
I/O Information:
Ignition Signal: High
Digital Input 1: Low
Digital Input 2: Low
Digital Input 3: Low
Digital Input 4: Low
Analog Input[mv]: 0
1-Wire:
1-Wire Type: Unknown
1-Wire ROM ID: Unknown
1-Wire Data: Unknown

D Refresh every 13s

-
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3. System Settings

3.1 Sleep Mode

The sleep mode ensures the battery life after flameout, providing continuous

guarantee for special environments. The state machine is as follows:

® @

@

Temp run

Description of the state machine:

Run, Sleep, and Temp run represent normal running status, sleep status, and
temporary running status respectively.

(1) Corresponding to the state machine, the condition from Run to Temp run
is that the power supply voltage is less than sleep voltage (6V by default) or
IGT OFF (IGT needs to be enabled in the configuration), by default, the
device continues to run for 15Stemp (for reporting information) and then

enters Sleep.



(2) Corresponding to the state machine, the condition of entering Sleep from
the Temp run is that after the device runs a wake-up runtime cycle in the
Temp run or after the device runs Temp Run for 15s from run.

(3) Corresponding to the state machine, the condition from Sleep to Run is
that the power supply voltage is greater than Sleep voltage or IGT ON (IGT

needs to be enabled in configuration).

(4) Corresponding to the state machine, the condition of entering the Temp

run from Sleep is that after the device runs a wake-up interval in Sleep.

(5) Corresponding to the state machine, the condition from Temp run to Run
is that the power supply voltage is greater than sleep voltage or IGT ON (IGT

needs to be enabled in configuration).

Configure the sleep mode:

After IGT is enabled, the device uses the IGT status as the
Enable IGT condition for entering or exiting Sleep. The IGT status is not
ticked by default.

Wake-up The interval between the device automatically wakes up in
interval Sleep, whose default value is 120 minutes.
The interval between the time when the device enters the

Wake-up time . _
next Sleep, whose default value is 5 minutes.
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Vehicle Tracking Gateway Configuration Tool -2

Status

Sleep mode Account

Enable IGT L]

Cellular
OBD settings Wakeup inferval 0 Minutes
Cloud Platforn

oud Platform Wakeup runtime 5 Minutes
Security
Maintenance
Help
2h:d

Discomnect Read agan

3.2 Account Settings

This function allows the device administrator to modify the device
administrator login information. The default administrator account is admin,
password 123456. The device administrator can modify the configuration
options if necessary. After the modification, the device prompts a restart. Click
OK to restart the device and log in with the modified administrator account

and password. As is shown below.
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Vehicle Tracking Gateway Configuration Tool -2

Status
Sleep mode Account
System settings

Administrator account

Cellular

OBD settings Administrator password
Cloud Platform Confirm password
Security

Maintenance

Help

2h:d

4. Configure the Cellular Network

Click "Cellular" to enter the configuration page. Generally, customers only
need to configure "Network Access Point Name (APN)", "Network dialing user
name", "Network dialing password" and "Authentication mode" and click
"Save configuration”. The device takes effect after restarting.

If the customer has special trial scenarios, click "Show Advanced Options" to
see hidden configuration items. Configure the network dial number, PIN, and

default host APN as needed. As is shown below.
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Vehicle Tracking Gateway Configuration Tool -2
o o APN uninet
Network dial username gprs
LD Network dial password e
Cloud Platform
Authentication mode Auto -
curity
Maintenance Show Advanced Opfion
e Network dialing number R RERS F
2h:d PIN
Default bearer APN uninet
Disconnect Read agan
Parameter Description
This parameter is required when the APN private
APN network is connected to the mobile network. Most public

Network dialing

username

Network dialing

password

Authentication mode

network service SIM cards do not authenticate APN
when dialing.

The default parameter is "gprs". When the private
network is AAA certified, the mobile network operator
needs to provide this parameter.

The default parameter is “gprs”. This is required by the
carrier during the AAA certification for the private
network.

Automatic/CHAP/PAP. This parameter is required when
the private network is AAA certified. Automatic: take
turns to use PAP and CHAP authentication to dial (pap
authentication is used for the first power-on, if dialing
fails, chap authentication is used for dialing again, and

pap authentication is used for the next dialing, and so
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on. If the authentication mode is not automatic, but PAP

or CHAP, use only PAP or CHAP authentication to dial.
_ The default parameter is * 99 *** 1#, which is required

Network dial number _

by mobile network operators.

PIN (Personal Identification Number) refers to the

Personal Identification password of the SIM card. When
PIN the SIM card is enabled for PIN verification, does it fill in

the corresponding PIN of the SIM card. This parameter

Is required for mobile network operators.
Default carrier APN This parameter is provided by the carrier.

/\ The default host setting is a function for special data transmission required
by some carriers, which generally does not need configuration. If configuration

is required, please inquire from your carrier.

5. Configuration of Vehicle Diagnostic

Interface

The on-board diagnostic interface is the South interface of the tracker and the

configuration option of the protocol.

5.1 Configure ODB Interface

In the configuration tool, select OBD as the diagnostic protocol. The ODB

protocol is the CAN2 interface and J1708 interface of the vehicle tracker.
Parameter Description Others

ODB CANZ2 interface protocol,

corresponding to physical layer PIN _ _
J1939/J1979 OBD default configuration

CAN_2L(PIN 12) and CAN_2H(PIN

25)
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J1939

J1939

J1708

Auto

Disable

ODB CANZ2 interface protocol,
corresponding to physical layer PIN
CAN_2L(PIN 12) and CAN_2H(PIN
25)

ODB CANZ2 interface protocol,
corresponding to physical layer PIN
CAN_2L(PIN 12) and CAN_2H(PIN
25)

J1708 interface protocol,

corresponding to physical layer PIN

J1708_ B(PIN13) and J1708_A (PIN

26)

When set to Auto mode, the vehicle
tracker will poll the link and
automatically poll and send the
protocol data of the above four
options for link testing. When
receiving data packets of the
corresponding protocol, the vehicle
tracker will choose this protocol for

communication.

Disable ODB CAN2 and J1708

32

When Auto mode is used, the
CAN1 and J1708 interfaces are

enabled at the same time.



Cloud Platform

Disconnect

Vehicle Tracking Gateway Configuration Tool

Protocol type J1939/71979

J1939/71979
Auto

71939
11979
J1708
Disable

5.2 Configure CANL1 Interface

In the configuration tool, select CAN1 as the diagnostic protocol and the

CANL1 interface of the vehicle tracker.

Parameter

J1939/31979

J1939

J1939

Description

CANL interface protocol,
corresponding to physical layer PIN
CAN_1L(PIN 11) and CAN_1H(PIN
24)

CANL1 interface protocol,
corresponding to physical layer PIN
CAN_1L(PIN 11) and CAN_1H(PIN
24)

CANL1 interface protocol,
corresponding to physical layer PIN
CAN_1L(PIN 11) and CAN_1H(PIN
24)

33
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Disable Disable CAN1

Vehicle Tracking Gateway Configuration Tool -x
Statu
QBD CAN1
o EMm S ;
Protocol type J1939/71979 hd
Cellular
J1939/71979
Cloud Platform 1618
Disable
Security
Maintenance
Help
2heg

The function of CAN1 and OBD can be enabled at the same time.

6. Configuration of the Cloud Platform

The configuration of the cloud platform is the North-direction interface and
protocol configuration option of the vehicle tracker. The VT310 can only be
connected to one cloud platform at a time. The configuration of the platform
takes effect only after the device is restarted. Click "Platform" to enter the
configuration page. Click "Modify" to enter the configuration page. As is

shown below.
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Vehicle Tracking Gateway Configuration Tool -2

o _____

Enabled Disconnect Smartflest che inhandiot com Modify

Disconnect Refresh Configurations

6.1 SmartFleet Platform

The SmartFleet platform is a SaaS platform for the Internet of Vehicles market
launched by InHand Networks. It mainly includes vehicle profile, alarms,
driving behavior monitoring, statistical analysis of driving information,
electronic fence and other functions. Through the visual user interface and
simple operation, you can manage and monitor your hardware devices such
as the InVehicle Gateway with speed and ease. Deployment in the cloud
allows you to focus on your core business. Login address:

https://che.inhandiot.com. For more information about the platform, please

visit https://www.inhandnetworks.com and chat with us.

Cloud Platform >> Platform Type: SmartFleet,

Cloud Platform >> Enable

Cloud Platform >> Domain name: smartfleet.cloud

Cloud Platform >> Account (Enter the platform's registered account)

Cloud Platform >> License Plate Number
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Click "Show Advanced Options" to show hidden configuration items.
Configure the LBS reporting interval, traffic reporting interval, and heartbeat
reporting interval as needed. The reporting interval is measured in seconds,
as is shown below. Click "Save configuration” and restart the device. As is

shown below.

Vehicle Tracking Gateway Configuration Tool -x
System Settings
J S Enabled Connected Smartfleet smartfleet.cloud Modify
Cellular
OBD Settings

Cloud Platform

Security
1-Wire
Maintenance
Help

i

Disconnect Refresh Configurations

On the Cloud Platfrom homepage, view the link status of the platform. The link

status is "linked". As is shown below.

Log in the platform and choose Gateways >> Gateway List. You can see if the

vehicle tracker is online. As is shown below.
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(NS smart Fleet Home  Vehicle Events Reports . liwei@inhand.co.. @&

Gateway List

All Online Offline

Name Customer name All Customers Search Reset Export

Name Signal  Battery Voltage SN (L] Current Version Operation

J1lA3L731 aill RW91 Analog data 3731951254

=)

s

460010100114835 VT3 V1026

6.2 Wialon Platform

Wialon has more than 18 years of best practice in software engineering in the area of
GPS vehicle tracking and a team of talented specialists committed to the common goal.
The community is united by continuous advancement of the proprietary products and five
offices around the world — the headquarters and development center in Minsk and sales
offices in Moscow, Boston, Dubai and Buenos Aires. Nowadays solutions by Gurtam take
up about 36% of the CIS commercial carrier market and are actively expanding to
Europe, the Middle East, the USA, South America, Africa and Australia, with even New

Zealand market tapped. For more information, visit https://qurtam.com/en/wialon.

To test the Wialon platform, you can contact manager Sun
sunzd@inhand.com.cn for more support.

Cloud Platform >> Platform Type: Wialon,

Cloud Platform >> Enable

Cloud Platform >> Domain name: nlgpsgsm.rog

Cloud Platform >> Port : 21000

Cloud Platform >> Account (Enter the platform's registered account)

Cloud Platform >> License Plate Number

To adjust the reporting frequency, click "Show Advanced Options" to show
hidden configuration items. Set the reporting interval reporting interval in

seconds. As is shown in the following.
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Vehicle Tracking Gateway Configuration Tool -3

Status

Platform Type Wialon e
System Settings
Celiular Enabled
OBD Settings .

Domain nl.gpsgsm.org h
Cloud Platform
Security Port 21000
1-Wire i

Show Advanced Option

Maintenance
Help
2heg

Disconnect Back Read agan

If you have obtained an independent domain name provided by Wialon, enter

the custom domain name and port number. As is shown below.

Vehicle Tracking Gateway Configuration Tool -3

Status

Platform Type Wialon -
System Settings

Celiular

Enabled

OBD Settings

Domain nl. gpsgsm.org h

Cloud Platform
Security Port 21000
1-Wire i

Show Advanced Option
Maintenance Upload Interval 3
Help
28

Disconnect Back Read again
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6.2.1 Configuration on Wialon Platform

Platform website: https://hosting.wialon.com

New devices:

wialon

Ne: Q Passages
reate from WLP | [Q - oy
L 1
4 L

b "

§ spiarsic_001 4 mox
8 20201116 Anox] a Davis Strat o
ﬂ AR x| il

A-show +

ICELAND FINLAND
§ Evan_device 1 AR ox - Davis. Strait
# ross QA mox NORWAY
Hudson Bay
# rass-uve A fox North Sea
Labrodor Sea

8 rassviono A Aox NorthSea '\ palticSe
# FsatEvantest A Rox IRELAND

The device configuration information is as follows:

Name: Custom

Device Type: Select "Wialon Combine"

Special ID: Enter the device-specific serial number. View the serial number of the device
or the serial number on the status page of the configuration tool. The information shown

in the following figure is for example only.

Unit Properties — us-FS31-Ming-0263

General Access lcon Advanced Sensors Custom Fields Unit Groups Commands Eco Driving

Profile Trip Detector Service Intervals

Unified library of vehicle types!

Now vehicle types in the library are the same for all users. To be able to search for units by vehicle type on
the "Monitoring” tab and to display vehicle types in reports, specify the vehicle type on the "Profile” tab of

the unit properties. .
The values specified previously are saved in the "Comment” field.

Mame: * | us-F531-Mind " B

Unit type: |

Device type: * | Wialon Combine Wialon Combine  WiaTag InHand VT310

Server address: | nl.gpsgsm.org:21000

Unigue ID: | VF3102104000. ..

Fhone number: |

Fassword: |

Creator: | inhand_free

Account: | inhand_free

Restore Properties | | Export to File |
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6.2.2 View Data Uploaded by Devices
(1) Select "Message"

(2) Select the name of the target device to be viewed

(3) Select the time range of interest

(») Select the data type. Currently the colelcted I/0 data is viewed through
Raw Data

(5) Click the "Execute" button to view the information of the target device at

the position of (6), as is shown below.

winlon @ Montiol [ Tracks [F] Wessa| [ Repont £ Geoter| mee-Jl @ Oivers] &3, Trallerd & Passed [3] Jobs | f5f Nobbeal users | G Uais | By | BB | ¢ |innandvee

@

Uni testl -1 {2
wstarday h

kvl Specried nterval =

@
Fiom: 2020 Apri 02 00:00 -~ VI310_FS31_2y2
o a

* 10 FS31
TEa0e ata =

Show Rawi data -| @ L
parameters as

- VT310_FS52_Dev_new

Clear [EERl] (5) m
® | Kk
© BpenStrestMap contributors H306% 35.2046' 1 E 104 03.1800"
Statistics El
TR A8 MK 2 " - Time Parameters Media
Total tima —
1 2020-04-02 11:00:02 param2=0, param3=1346, param4=0, param1=4 92687515604e-38 VO=( ()
Distance: 0.00 km = o
Meacacn $Ded e 2 20200402 105851 | param2=0, param3=3352, paramd=0, param =4 926875 15694e-38, VO=C
Masimum speed
Export and import Messages oy 50 =~ Page of1 Displaying 110 2 from 2 messages v

Note: The information display of the target device can be selected by clicking

the configuration method, as is shown below.

El-

‘ # ~ Time Parameters Media |
|

[1 2020-04-02 11:00:02 param2=0, param3=3346, param4=0, param1=4.92687515694e-38, 1/0=(

‘ 2 2020-04-02 10:59:51 param2=0, param3=3352, param4=0, param1=4.92687515694e-38, /0=C M

49 50 o« Page | of 1 Displaying 1to 2 from 2 messages Y x E

6.3 Azure loT Hub

Azure loT builds loT applications that offer highly secure and reliable two-way
communication between loT applications and their managed devices. Azure

loT Center provides the back end of cloud hosting solutions, which can
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connect to almost any device. The solution is extended from the cloud to the
edge through authentication, built-in device management, and extended
configuration of each device. For more information, visit

https://azure.microsoft.com/zh-cn/services/iot-hub

Cloud Platform >> Platform Type: Azure IoT

Cloud Platform >> Enable

Cloud Platform >> Connect String

The Connect String is created from Microsoft 10T platform. See in the next
section.

To see invalid data, click "Show Advanced Options" to view hidden

configuration items. Tick "Show Invalid Data", as is shown below.

Vehicle Tracking Gateway Configuration Tool -X

Statu:

Platform Type Azure IoT -
System Setting
Edinks Enabled
OBD Settings

Connect String HostName=VT310.azure-devices.cn;Deviceld=Shared AccessK
Cloud Platform
. . Show Advanced Option
Securty

Publish Tnvalid Data

Disconnect Back Read again

6.3.1 Configure Azure |oT Platform
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1. Before configuring the Connect String, log in the Azure 0T platform to create
a device. In the left-side navigation pane of the IoT Center, choose "loT

devices", and then select "New". As is shown below.

Home > All resources > iot-hub-contoso-one - loT devices

= iot-hub-contoso-one - 10T devices # X

o Overview
View, create, delete, and update devices in your loT Hub.

H Activity log
M Access control (IAM) Field Operator Value
& Tags + X
Events | Add a new dause
Query devices <> Switch to query editor
Settings
Shared access policies
DEVICE ID STATUS LAST ACTIVITY TIME (UTC) LAST STATUS UPDATE (UTC) AUTHENTICATION T...  CLOUD ...
€ Pricing and scale
No results

3= IP Fitter

A Certificates

€ Built-in endpaints

# Manual failover (preview)
i= Properties

& Locks

A Export template

Explorers

B Query explorer

@ IoT devices

Automatic Device Management

2. On the "Create a device" page, provide the name of the new device, such as
myDeviceld, and then select "Save". This creates a device identifier for 10T

Center. As is shown below.
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Home > All resources » iot-hub-contoso-one - loT devices > Create a device

._:.;‘ Create a device 0o X
[

o Find Certified for Azure |oT devices in the Device Catalog
* Device ID @
| myDeviceld v

Authentication type @
(TR 500 Self-Signed  X.509 CA Signed )

* Prima y key @
| Enter your primary key |

* Secondary key @
| Enter your secondary key |

Auto-generate keys @

Connect this device to an loT hub @

EEE——
f. Disable J

Parent device @

No parent device
Set a parent device

3. After creating the device, open the device in the "loT devices" pane. Copy the
"Primary Connection String" and later paste to the "Connection String" of the

configuration tool ". As is shown below.

Home > iot-hub-contoso-one - loT devices > myDeviceld

myDeviceld 2 X
-t contass-ane.
[=] MessagetoDevice 3¢ Direct Method | Add Module Identity = Device Twin ~ ©), Manage keys () Refresh
Device ID @ myDeviceld n
Primary Key @ HZAmw1PNIsuNBkailQU1ULEIINB3j0= S| Oy
G7615rzcbayVWFzcMigmadSSIGVadi= a0
Hosthlame=iot-hub-contaso-one azure-devices. net:Devicald=myDeviceld; SharedAccesskey=QdSimI7cptUCaMYGV SeiRKOV 22 GF SJpbmyklVYM3d= < @
Secondary Connection String @ Hosthame=iol-hub-contosc-one azure-devices.net Deviceld=myDeviceld SharedAccesskey=q32j0iXunlfEXbbgkY kjvBsF 82qZIngz GZspgki2ngz= | 0
Enable connection to 10T Hub @ @) Enable () Disable
parent device @ Ho parent device
&

Module Identities  Configurations

MODULE ID CONNECTION STATE COMNECTION STATE LAST UPDATED (U...  LAST ACTIVITY TIME (UTO)

There are no module identities for this device.

6.4 AWS IloT Platform
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With the AWS loT Core, you can connect your IoT devices to the AWS cloud
without configuring or managing the server. The AWS IoT Core supports
billions of devices and trillions of messages, and can process those messages
before routing them to AWS terminal nodes and other devices with security
and reliability. With the AWS IoT Core, your applications can track all devices
and communicate with them anytime, even if those devices are not
connected. Build your 10T applications with AWS services, so that you can
collect, process and analyze data generated by connected devices and take
action without managing any infrastructure. For more information, please visit

https://aws.amazon.com/iot-core/.

6.4.1 Configure AWS IloT Platform

Method 1: Creat A Thing for link

. Go to the Amazon IoT console >> Things page, and click "Create", as is

shown below.

nnnnnnnnnnnn

Things m

nnnnn

QP New eonsole experience

Amazon loT >> Things >> Create a single thing
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Services ~ *

Amazon loT x Amazon loT Things Create things
Monitor
Activity Creating Amazon loT things
¥ Onboard
Get started An |oT thing is a representation and record of your physical device in the cloud. Any physical

4

v

v

Fleet provisioning templates device needs a thing record in order to work with Amazon loT. Learn more.
Manage

Register a single Amazon loT thing

Overview
Create a thing in your registry Create a single thing

Things
Types

Thing groups

Bulk register many Amazon IoT things

Create things in your registry for a large number of devices already using Amazon loT, or
Jobs register devices so they are ready to connect to Amazon loT.

Billing groups
Create many things

Job templates

Tunnels

Greengrass

Secure Cancel Create a single thing

Defend
Act

Test

Software
Settings
Learn

Documentation [5

(P Mew console experience

Amazon loT >> Things >> Create a single thing >> Add your device to the thing

registry >> Add certificate On this page, create a certificate for the thing just

created, as is shown below.

4

>

>

>

>

Amazon loT X Amazon loT Things Create things Add your device to the thing registry Add certificate
Monitor CREATE A THING

Activity Add a certificate for your thing

Onboard

Get started

A certificate is used to authenticate your device's connection to Amazon loT.

Fleet provisioning templates

Manage . }
. One-click certificate creation (recommended)
Overview This will generate a certificate, public key, and private key using Amazon loT's certificate
Things authority.
Types
Thing groups

Create with CSR
Billing groups & Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.
Jobs

Job templates

Tunnels Use my certificate
Register your CA certificate and use your own certificates for one or many devices.

Greengrass

Secure . .
Skip certificate and create thing

Defend Youwill need to add a certificate to your thing later before your device can connect to Create thing without certificate
Amazon loT.

Act

Test

Download certificate file
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« Download certificate >> A certificate for the things >> Download the file format
is as follows: ***.cert.pem,;
e Download private >> A private key >> Download. The file format is:

*** private.key;

e« AWS CA files have been download in the vehicle tracker, so you do not need
to Download CA files. If you need to update, click "A root CA for Amazon loT
Download";

o Click "Activate" to activate the certificate of the thing;

« Click the "Attache a policy", enter additional policy page. As shown in the

following illustration.

Amazon loT X © Success
Successfully created thing.
Monitor
© Success
Activity Successfully generated certificate. Please download certificate files.
¥ Onboard
Get started
Fleet provisioning templates Certificate created!
¥ Manage
Ov
T Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
v after you close this page.
Thir
Billing groups In order to connect a device, you need to download the following:
Johe A certificate for this thing  da3668b653.cert.pem
Job
A public key da3668b653.public.key
ann
A private key da3668b653.private key

» Greengrass

» Secure
You also need to download a root CA for Amazon loT:

> Defend A root CA for Amazon loTDownload

"

hhhhhhh

« On the "Attach a policy" page, config additional policy for the certificate and

click "Register Thing" to register the item, as is shown below.
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Amazon loT x

» Defend

» Act

ViG710sample View

Software

ocumentation [2 9
Documentation [3 1 policy selectad -

I New console experience

. Use the configuration tool to import the certificate file to the tracker

Security >> Import digital certificate >> Select a certificate (select the
downloaded digital certificate ***.cert.pem in the displayed dialog box); click
"Import certificate”

Security>> Import private key certificate >> Select a file (select the
downloaded digital certificate ***. private.key in the dialog box that appears);

click "Import file";

As the AWS CA files have been built into the vehicle tracker, there is no need
to download them. If you need to update them, go to Security >> Import CA
certificate >> Select a file (select the downloaded digital certificate ***.
private.key in the dialog box that appears); click import certificate, as is shown

below.
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Vehicle Tracking Gateway Configuration Tool -2

Status

System Settings

Tmport DC Select file_ . Select certificate IR Rv= gl

Cellular

OBD Settings Import private key Select file... Select file TImport file

Cloud Platform

1-Wire

TImport CA Select file... Select certificate IR V=gl

Maintenance
Help

X

Disconnect

4. Enable AWS Platform

Cloud Platform >> Platform Type: AWS loT
Cloud Platform >> Enable

Cloud Platform >> Domain name

Cloud Platform >> Port: 8883
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Status

System Settings
Cellular

OBD Settings

Cloud Platform

Security

Disconnect

Show Advanced Option

Vehicle Tracking Gateway Configuration Tool -2

Platform Type AWS Iot e

Enabled

Domain |
Port 8883
Enable Device Provision l:‘

“Cloud Platform >> Domain name” AWS loT >> Things >> “Select the created

things” >> Interact Copy this domain name paste to “Cloud Platform >> Domain

name”

Amazon loT

Monito

Activity

¥ Onboard

Fleet provisioning templates

¥ Manage

Thi
Types
Thing groups
Billing groups
Jobs
Job templates
Tunnels
» Greengrass
» Secure

» Defend

> Act

Software
Settings

Amazon loT Things

Actions ~

This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest AP| Endpoint. Learn more

Interact

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

Save the configuration and restart the device. On the Cloud Plateform Cloud

Platform page, check the connection status:
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Vehicle Tracking Gateway Configuration Tool -x

o __-_-

System seftings Enabled Connected AWS IoT alcotnnv7sen7e. ats iot.cn-north-1.amazonaws.com.cn Modify

Cellular

OBD settings

Cloud Platform

Secunty
Maintenance
Help

T

Disconnect Refresh Configurations

By default, invalid data is not reported. To report invalid data, tick "Report invalid
data" in the advanced options. After that, the reported data value that does not
exist is NULL, as is shown below.

Method 2: Create a provisioning template connection for AWS

Create a prefabricated templet: Amazon loT >> Fleet provisioning

templates >> Create, as is shown below.
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Amazon loT X

Amazan laT Fleet pr ianing templat
Fleet provisioning templates

Creat Certificate: Amazon loT >> Certificates

Amazon loT x Amazon loT rtificates

Certificates m
Onboard

. Nam s

Manag L

Active

Amazon IoT >> Things >> Create a single things >> Add your device to the
thing registry >> Add certificate

On this page, create a certificate for the thing just created, as is shown below.
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Amazon loT X Amazon loT > Certificates > Create a certificate

Monitor
Activity Create a certificate

¥ Onboard

Get started A certificate is used to authenticate your device's connection to Amazon loT.

Fleet provisioning templates

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using Amazon IoTs certificate

authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own,

Use my certificate
Tunnels Get started
Register your CA certificate and use your own certificates for one or many devices,

Role Aliases

Authorizers
» Defend

b Act

Download a certificate file

Download a public key file >> A certificate for the things >> Download. The file
format is ***.cert.pem;
Download the private key file >> A private key >> Download. The file format is

*** private.key;

As the AWS CA files have been built into the tracker, there is no need to
download them. If you need to update, click“A root CA for Amazon loT
Download”;

Click Activate to activate the certificate;

Click the "Attach a policy”, enter additional policy page, as is shown below.
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Amazon loT X @ Sucoess
Successfully generated certificate. Please download certificate files

Moni

¥ Onboard Certificate created!
Get started

Fleet provisianing template:

Downlasd these files snd save them in & safe place. Certificates can be retrieved st any time, but the private snd public keys cannot be retrieved
after you close this page.

In ordar to connect a device, you need to download the following

A cortificate for thisthing  f0b76b8292.cert.pem

Biling groups
A public key 10b7608292 public key Download

Jobs

Jab templates A private key fOn7606292 privatekey

Tunnets

You alsa need to dewnload a roat CA for Amazen laT:

P Greengrass
A 100t CA for Amazon IoT Dewnload

Policies

Role

b Defend

> oAt

« On the previous window, click "Activate" to enter the certificate list. Click

"Done" and complete certification.

Amazon loT x Add authorization to certificate

v ‘Yau are attaching a palicy to the fallawing certificate;
¥ Onboard fOb76bA252ac2a1975aad7 S5 262 160CT65620¢ 6515 147716606045 4c 1396¢
Get started Select a policy to attach to this certificate:

Fleet provisioning templates

» Manage
Gverviews sub_gg-policy view
s pub_gg-policy view
) S B O gre_nolic Ve
® VT310_Provision_test Hide

» Greengrass

¥ Secure

Create new palicy

« On the previous window, click "Attach a policy" to enter the Amazon loT >>

Policy list to add a policy, as is shown below.
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Amazon loT X

VT310_Provision_test

Overview Policy ARN

Date created
June 18, 2021, 14:18:45 (UTC+0800)

Policy document

» Defend

. Use the configuration tool to import the certificate file to the vehicle tracker

Security >> Import digital certificate >> Select a certificate (select the
downloaded digital certificate ***.cert.pem in the displayed dialog box), click
"Import certificate”

Security >> Import private key certificate >> Select a file (select the
downloaded digital certificate \\. private.key in the dialog box that appears);

click "Import file";

As the tracker already has a built-in AWS CA file, the CA file is not required. If
you need to update the CA file, go to Security >> Import CA certificate >>
Select a file (select the downloaded digital certificate ***.cert in the pop-up

dialog box), click "Import certificate";
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Vehicle Tracking Gateway Configuration Tool -2

Status

System Settings

Tmport DC Select file_ . Select certificate IR Rv= gl

Cellular

OBD Settings Import private key Select file... Select file TImport file

Cloud Platform

1-Wire

TImport CA Select file... Select certificate IR V=gl

Maintenance

Help

X

Disconnect

4. Enable AWS

Cloud Platform >> Platform Type: AWS IoT
Cloud Platform >> Enable

Cloud Platform >> Domain name

Cloud Platform >> Port : 8883
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Vehicle Tracking Gateway Configuration Tool -2

Status

Platform Type AWS Iot e
System Settings
Celtular Enabled
OBD Settings

Domain
Cloud Platform

Port 8883
Security
1-Wire Enable Device Provision l:‘
Rl Show Advanced Option
Help Pubtish Tnvalid Data
M

Disconnect Back Read agan

A\ If you create a preset template on AWS, you need to enable device preset

in the configuration tool. Tick to enable it, and enter the preset template

name. The template name can be found in AWS loT >>Fleet provisioning

templates.

Copy the address in the AWS loT >> Things >> “Select created things”>>

Interact option. Enter the domain name on the AWS |loT page.
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Amazon loT x

Amazon laT Things

Monitor

Activity

¥ Onboard NO TYPE Actions ~

rovisioning templates

This thing already appears to be connected. Connect a device

¥ Manage

Overview - - HTTPS

Things

Types Update your Thing Shadow using this Rest API Endpaint. Learn more

Thing groups

Billing groups Interact

Jobs .

o MQTT

Job templates L Q

Tunnels Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)
b Greengrass Learn more
» Secure
» Defend
b Act

Software

Settings

learn il

Save the configuration and restart the device. On the Cloud Platform Cloud

Platform page, check the connection status:

Vehicle Tracking Gateway Configuration Tool -x
System seftings Enabled Connected AWS IoT alcotnny7sen7e. ats iot.cn-north-1.amazonaws.com.cn Modify

Cellular

OBD settings

Cloud Platform

Security
Maintenance
Help

B3

Disconnect Refresh Configurations

6.4.2 Subscription and Publishing of AWS

1. Subscribe to messages reported and published by VT310
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Amazon loT >> Test

MQTT client . Connected as iotesasole.1625648602778.0 ~

Amazon IoT >> Test >> enter the published topic in the Subscription topic text
box, as is shown below.

For example: v1/VT310 SN/motion/info

MQTT client 1w Comnexted 2t otcansole- 1625648415156, -2 -

topic
v1/VT310 SN/reserve group/info

By default, the VT310 reports messages from the retention groups of GNSS,
Sysinfo, Motion, Cellularl, 10, and OBD. You only need to subscribe to topics

to receive messages, as is shown below.
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sation &

For more information, see APl documentation.
{FlexAPl_over MQTT_Reference for 3rd_party platform VT310.pdf)

6.5 Aliyun lIoT

The Alibaba Cloud Enterprise 10T platform provides fully-hosted instance
services. It allows you to easily access and manage devices without building
loT infrastructure by yourself. It features low costs, high reliability, high
performance, and easy operation and maintenance. With powerful data
processing capabilities, it can better analyze and visualize device data. Real-
time security threat detection ensures that each instance is secure and
reliable. It is the first choice for each enterprise device to migrate to the cloud.
For more information, visit the Alibaba Cloud product page.

https://www.aliyun.com/product/iot.

Method 1: One machine and one key

For more information: https://help.aliyun.com/document detail/74006.html

. Go to the Alibaba Cloud Console loT Platfrom >> Device >> Devices >>

Device Details. Create a Device and view the Device Secret, as is shown

below.
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EE—] Alibaba Cloud e Workbench  China (Shanghai) v Q Search Expenses  Tiekels ICP  Enleprise  Suppen  App 6 Q)

& Public Instance T Platform / Devices / Devices / Device Detais
Offine
Dadces ~ mqtt_temp
Productiey S10XSCARD. Copy
Devices
Device Information Topiclist  TSLData  Device Shadow | ManageFiles = Devicelog = OnlineDsbug  Groups  Task
Groups
. Device Informatio
CA Certificate Pracuct Name MOTREETEY Producthey ADAKSCAKD. Copy Region China (Snanghai)
o v Node Type Devces OrviceName matemp Copy sushentateon Mode Device Secret
Maintenance v
= P hcdress T1a4zs282 Farmuare Version
Resource Allocation
1§, 200, 150818 Activated At S, 2021, 15455740 15, 2021, 160548479
Link Analytics =
Link Visual ~ Corment 3 O 0 Te Enstied @
Documantation and Tools Mare Device Infarmation
SOK Langusge: Jrr— Version 127 Modie Mamifacturer

Madule Information

Tag Information £ fan

Davice Tag: No results found.

The Device Certificate of the replication Device includes three parameters:

Product Key, Device Name, and Device Secret, as is shown below.

Device Certificate

Device Certificate copy

10IXSCAXQ Copy

DevkeSecret 8785cbdac0I0cB385508444658581763 Copy

Certificate Installation Modes

v Introduction o the unique-certificate- per-device and unique-certificate.

Config Aliyun loT

Cloud Platform >> Platform Type: Aliyun IoT
Cloud Platform >> Enable

Cloud Platform >> Device Name:

Cloud Platform >> Product Key

Cloud Platform >> Authentication Mode: Unique Certificate Per Device
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Cloud Platform >> Device Secert

Tick to enable Secure Certification Mode: Unique Certificate Per
Device/Unique Certificate Per Model

The three parameters from Alibaba Cloud ProductKey, DeviceName, and
DeviceSecret. Enter the corresponding parameters in the configuration tool. In
the upper-left corner of the 10T platform console, view the region where your
service is located. For more information about the Region ID values, see

Region and zone.

Vehicle Tracking Gateway Configuration Tool -%
Statu:
Platform Type Aliyun Tot M
1 Seftings
I Enabled
OBD Settings
Device Name
Region ID
Security
Product Key
aintenan
Authentication Mode Unique Certificate Per Device -
X Device Secret
Show Advanced Option
Pubtish Tnvatid Data
Disconnect Back Read agan

6.6 Configuration of MQTT Platform Link
MQ Telemetry Transport (MQTT) is a lightweight proxy-based message

transmission protocol for Publishing/Subscribing. It is designed to be open,
simple, lightweight, and easy to implement. These features make it suitable
for restricted network environments, including but not limited to high-costs,
low-bandwidth and unreliable networks. CPU and memory resources are
limited for embedded devices. This protocol provides one-to-many message
publishing and discoupling applications using the publish/subscribe message

mode. It supports transmission of messages blocked by load content with
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TCP/IP. Open-source software that supports MQTT, such as ThingsBoard

and EMQ, allows customers to develop their own loT platforms.

6.6.1 MQTT Broker

Cloud Platform >> Platform Type >> Mqtt Broker: Enable, configure domain
name, port, username, and password ". Click "Save configuration" and restart,

as is shown below.

Vehicle Tracking Gateway Configuration Tool -x

Stams

Platform Type Maqtt Broker h
System Settings
Celtular Fnabled
OBD Settings

Domain |
Cloud Platform

Port 1883
Security
1-Wire username
Maintenance password
Help

Show Advanced Option

i
Disconnect Back Read again

If you want to view invalid data, click "Show Advanced Options" to see hidden

configuration items. Select "Show invalid data", as is shown below.
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Vehicle Tracking Gateway Configuration Tool -2

Platform Type Matt Broker M
System Settin|
Cellular Enabled
OBD Settings

Domain
Cloud Platform

Port 1883
Security
1-Wire username
Maintenance password
{elp

Show Advanced Option

M

Publish Tnvalid Data

Disconnect Back Read agan

6.6.2 Configure ThingBoard Open-source |0T Platform

ThingsBoard is an open-source loT platform where you can quickly develop,
manage, and expand IoT projects. It is an open-source |oT platform for data
collection, processing, visualization, and device management. It connects
devices through the industry-standard 10T protocols - MQTT, CoAP, and
HTTP, and supports cloud and local deployment. For more information, go to
https://thingsboard.io.
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#F ThingsBoard Ul | = External Systems "

. ThingsBoard |
&% Transports

=
U:«l
e
:
a
(=]
=

= 5SQL Database

[ | Queue |
- 3 ']] \ \
# Dwices !_ HTTP/MOTT/CaAP p l|/
S| Modbus =) F .

£ Devices | r—- o Gateways | il —_—
- R

£ Devices ||._J ) | Queue | —— LN |
i =) Other protocol
£3 Devices |L_J

| = NoSQL DataBase

= External Systems |

Legend:
g - ThingsBoard Components: horizontally scalable and fault tolerant
. \
] - Message Queue: Kafka, RabbitMQ, AWS SQS, Azure Service Bus, Google Pub/Sub
J
= - Databases: PostgreSQL and Timescale/Cassandra (NoSQL)
= - Gateways: support of Modbus, OPC-UA, BLE, CAN, MQTT, HTTP, and other protocols
) 4

ThingsBoard Architecture

Register an account and add a device. After adding a device, use the open
Device Device Credentials >> MQTT Basic to enter the Client ID, User Name,
and Password parameters. For more information, visit

https://thingsboard.io/docs/getting-started-quides.

Device Credentials

Cregenniais ype
MQTT Basic

Cliert i
WT3102102000207

User Hame *

InHand207

Platform Device Parameters
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2. In the configuration tool, enter the thingsboard.cloud, port number 1883,
username User Name, Password, Password of the device parameters added

by the platform.

Vehicle Tracking Gateway Configuration Tool -

Stam

Platform Type Maqtt Broker -

em Settin,

Eelbb Enabled
OBD Settmgs .

Domain thingsboard clond

Port 1883
Security

username oo
Maintenance password

Show Advanced Option

X

Pubtish Tnvatid Data
Dizconnect Back Read again

7. Maintenance

You can upgrade the firmware with the local upgrade configuration tool,
xshell, or through OTA. OTA upgrading includes Alibaba Cloud standard OTA
upgrading, SmartFleet platform OTA upgrading and FlexAPI upgrading. Now
we will only introduce how to upgrade with local configuration tools. For more
information about upgrading, please contact technical support of InHand
Networks.

7.1 Firmware Upgrade

Step 1: Go to Maintenance >> Upgrade firmware, as is shown below:
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Vehicle Tracking Gateway Configuration Tool -2

Status

System Settings

Click ttems below to maintain InTracker.

Cellular
OBD Settings Upgrade firmware

‘ y Use THD file supported by Inhand to update the InTracker software version.
Cloud Platform

Security AH flexAPI restore factory settings

1-Wire

mport/export config file

Help

X

Disconnect

Step 2: Click "Browse file" to select the firmware. Click "Upgrade™ and wait for

firmware installation, as is shown below:

Vehicle Tracking Gateway Configuration Tool -X

Status

ssensemes Upgrade firmware

Celtular Firmware of InTracker: | Browse file
OBD Settings 7 Select Upgrade File ? X
S Look in: [me) 000 EE
By = My Comp PerfLogs
1 Wire 2 sunzhandc Program Files
Program Files (x86)

F Windows

[] vT3v1.081HD
sz

File name: [VT3. V1. 0. 8. IHD | | Open |
Files of type: ‘Upgrade File (. IHD) '|

Disconnect Back Upgrade ‘
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When a prompt box says "Will switch to the new version after restarting

VT310", new firmware has been imported successfully. Click "Restart" to

upgrade the firmware.

OBD Settings
Cloud Platform
Security
1-Wire

Help

i

Disconnect

Vehicle Tracking Gateway Configuration Tool

Upgrade firmware

Firmware of InTracker:| C-VT3.V1.0.8 THD

| \ Will switch to the new version after restarting
@ v1310

Back

Note: After the device is upgraded, restart the device and then configure it.

7.2 Restore Factory Settings of FlexAPI

Go to Maintenance >> FlexAPI restore factory settings to reset FlexAPI

settings.
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Vehicle Tracking Gateway Configuration Tool -2

Status

System Settings
Click ttems below to maintain InTracker.
Cellular
OBD Settings Upgrade firmware
U Use THD file supported by Inhand to update the InTracker software version.
Cloud Platform
Security AH flexAPI restore factory settings
1-Wire
@ mport/export config file
Help
M

7.3 Import/Export Configuration

To back up and import configuration, go to Maintenance >> Import/export
congifuration file, as is shown below. Click "Export configuration" to back up

configuration, and click "Import configuration” to load the configuration file.

68



Vehicle Tracking Gateway Configuration Tool -2
Status
ssensemes 1Mport/export config file
Celfular Export configurations ~ Import configurations
OBD Settings
Cloud Platform
Security
1-Wire
Help

X

pack Read configurations

To back up configuration, click "Export configuration”. The configuration tool

can read device configuration and pop up file storage window. Enter the name

of the backup file, and click "Open".

69



Vehicle Tracking Gateway Configuration Tool -X

ssensenes 1mport/export config file

Cellular Export configurations = Import configurations
OBD Settings
mY
Cloud Platform
Sty Look in: gC:\ 00 Q (] B
= My Comp PerfLogs
2 sunzhandc Program Files
Program Files (x86)

o Users

- Windows
2hi B backjson

B backup.json

File name: |backup. json | | Dp=m
Files of type: |configuration file (*. json) v Cancel

Disconnect

A\ In the exported configuration file, Username and Password are not
available. If you hope to import the modified username and password to the
new device, you can modify them in the exported file. Replace the admin
characters with a new admin account, and input in the password of the new
account. After the modified configuration file is saved, import it into the new
device and restart the device. Log in the new device with the new admin

account and password.

/A In the exported configuration file, Username and Password are not
available. If you hope to import the modified username and password to the
new device, you can add them in the exported configuration file. Enter your

admin account in " of "user:":"", and enter the password in " of "passwd":"".
After the modified configuration file is saved, import it into the new device and
restart the device. Log in the new device with the new admin account and

password.
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aliyun_auth_type": "0",
aliyun_deviceSec": .
aliyun_productSec": .
tcp_udp_enable": "1",
tcp_udp_domain': "118.122.120.22",
tcp_udp_port": "44444

Y
admin": {
user™: "admin",
passwd": '123456

8. Restoration of the Default Account and

Password for Hardware

Because configuration usually involves the device certificate file, when the
device is restored to the factory via hardware, only the username and
password are restored to admin/123456. As is shown in the following picture,
press the Reset button with a screwdriver or other tools for more than 8

seconds, and then loosen it.
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ps: By double-clicking "Reset", you can restart the device when it goes wrong.

9. How to Get the Device Log

Make sure that the computer is connected to the VT310 through USB to serial
port through configuration wire, and open a serial port connection tool such as
the serial port debugging software. The software can be downloaded in

Mircrosoft Store.
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Microsoft Store == (=] X

< Home Gaming Entertainment Productivity Deals P search IQ+

109

I O - roociimes

Serial Debug Assistant

lingguang * Developer tools > Utilities

=1 L6 * %k k k¥ 212 & Share
Professional serial debugging software.
1. Receive the incoming data from the serial port and display it in
the window.
More

+ Offers in-app purchases

You can buy on the Xbox One host.
IARCER : - .

(microsoft.com purchase is not available
In-App Purchases in your area.)

1. Open the serial port debugging software and select the link serial port. The
default baud rate of the serial port is 115200/8/n/1. Click "Open serial port".
Note that the Character encoding mode (Character encoding) is ASCII, and
the line break mode (Linet break) is \n(LF).
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COM3,115200,None,8,0ne - Serial Debug Assistant

A B2 Q

8 x

Serial Port : &
Baud Rate : A
Data Bits :
Stop Bits : One v

Open serial port

Receiving settings.
D Receive and save to file

|:| HEX display
D Pause receiving display
D Auto break frame s o0 '

|:| Receive scripts % | Add Timesta

Character encoding

ASCII S

Language

Theme

Keep the screen constant light

Press “ESC" to send

Show font size | A

JavaScript Script folder

Default N

Default ~

off @

Change

Default
Save data Empty data
Send settings.
D Send a file Extension cmd
[] Hex send
I:l Sending scripts % | ADD8 v
I:l Timing send 1.0 sec
[Jor [Jrrs
[Line break \n (LF) e B
D Show Send string I
Send: 0 Receive : 0 Reset count

Enter +++ in the content sending serial port to activate the CLI mode, as is

shown below;
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A B2 G

Serial Port : S| com3 ~
Enter cli mode
) username:
pariy :
Stop Bits : One N
Close serial port
Receiving settings.
|:| Receive and save to file
D HEX display
D Pause receiving display
D Auto break frame ? | 20
I:] Receive scripts % | Add Timesta
Save data Empty data
Send settings.
D Send a file Extension cmd
[] Hex send
D Sending scripts % | ADDS8 v
[] Timing send 1.0 sec
[OJomr [Jrrs +4+
Line break \n (LF) g E
D Show Send string
Send: 3 Receive : 31 Reset count

Enter the Username admin (press the enter key), click "Send", enter the

password 123456 (press the enter key), and click send to enter the command

line mode.
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A B2

Serial Port : S| com3 ~
Enter cli mode
Data Bts:
) username:
pariy :
Stop Bits : One e
Close serial port
Receiving settings.
I:] Receive and save to file
D HEX display
D Pause receiving display
D Auto break frame ? | 20
I:] Receive scripts % | Add Timesta
Save data Empty data
Send settings.
D Send a file Extension cmd
[] Hex send
D Sending scripts % | ADDS8 v
I:] Timing send 1.0 sec
omr [ rrs admin
Line break \n (LF) v E
D Show Send string
Send: 3 Receive : 31 Reset count

COM3,115200,None,8,0ne - Serial Debug Assistant

A B 2O

O X

£

Serial Port : S | coms e
Baud Rate : X
Data Bits :
Stop Bits : One e

Close serial port

Receiving settings.
D Receive and save to file

D HEX display

D Pause receiving display

Enter cli mode

username: admin

password: *¥¥FEk

login success!

InTracker />

[[] Auto break frame ? \i‘
D Receive scripts Y | Add Timesta

Save data Empty data ‘
Send settings.
D Send a file Extension cmd
] HEX Send
[ sending scripts % | Apps ~
D Timing send 1.0 sec
[Jowr []rrs 123456
Line break P
D Show Send string

Send: 16 Receive : 92 Reset count

76




3. Enable the log function. In the send text box, enter “log console enable”
(press the enter key) and click "Send". The following screenshot shows the

log information in the receive window.

COM3,115200,None,B,0ne - Serial Debug Assistant — O >
A H ? O s
Serial Port : S LYm| 34Mys-k4 ¥o:I55:1/ L/ UBU-LANZADP: UNCONNECcTed Venlicle or
diagnostic protocol is not based on CAN.
Baud Rate : X
oegen T [eém[32m@8-84 ©5:58:17 I/ CAN1lApp: CAN dev write data failed
with baudrate :258808
Parity
Stop Bits - one - [eém[32mB8-84 ©5:58:17 I/ CAN1lApp: Unconnected wvehicle or

diagnostic protocol is not based on CAN.

Close serial port

[emo§-©4 ©5:58:18 D/ Dial Manager: »>>>(14) AT+CGCONTRDP

Receiving settings.
D Receive and save to file

D e 08-04 ©5:58:19 D/ Dial Manager: <<<(117,117)
D Pause receiving display
+CGCONTRDP :
1,5,"uninet.mnc@@l.mccd6@.gprs”,"10.224.57.247.255.0.0.0","10.22
[[] Receive scripts % | Add Timesta ~ | | 4.57.248","119.7.7.7","6.0.0.0"

D Auto break frame ? 0

ITI

Save data Empty data

Send settings.

|:| Send a file Extension cmd OK

[] HEx Send

I:l Sending scripts % | ADDS h

D Timing send 1.0 sec

D DTR D RTS log console enable

| B

Send: 39 Receive : 1470 Reset count

Line break yn (LF) g
D Show Send string

II

4. Close log function, write “log console disable” (press the enter key) in the

send text box and click "Send". The receive window stops receiving logs.
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5.

COM3,115200,None,8,0ne - Serial Debug Assistant

AE? T

Serial Port: S
Baud Rate: X
Data Bits
Stop Bits : One A

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display

D Auto break frame ? 0
D Receive scripts %

Save data Em

ITI

Add Timesta

data

Send settings.

D Send a file

Extension cmd

[ém[32mB8-84 ©6:80:34 I/ MqttTp: Clear MQTT client...

[Bm[32mb8-B4 ©6:00:34 I/ MqttTp:
seconds to reconnect!

retry times:346, Waiting 20

[eém[32mB8-84 ©6:808:35
with baudrate :5680000

I/ OBD-CAN2App: CAM dev write data failed

[ém[32mB8-84 ©6:809:35
with baudrate :5680800

I/ CAN1App: CAM dev write data failed

[ém[32m@8-84 ©6:89:35 I/ OBD-CAN2App: CAM dev write data failed

with baudrate :2500800

[Bm[32mB8-84 ©6:88:35 I/ OBD-CANZ2App: Unconnected vehicle or
diagnostic protocol is not based on CAN.

[ém[32mB8-84 ©6:80:35 I/ CAN1lApp: CAN dev write data failed
with baudrate :250000

[eém[32m88-84 ©6:80:35 I/ CAN1lApp: Unconnected vehicle or
diagnostic protocol is not based on CAN.

[émlog console disable
InTracker />

[] Hex Send

D Sending scripts % | ADDS ~
D Timing send 1.0 sec
Oowr [Jrrs

Line break yn (LF) ~

II

D Show Send string

log console disable

B

Send: 59

Receive: 29367

Reset count

If you need to link the configuration tool after exiting the serial port, write “exit
(press the enter key) in the send text box, click "Send" (used to exit the CLI
mode), and then close the serial port. Or you wait for 180 seconds when the

device automatically exits the CLI mode.
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