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Industrial Cellular Router/Gateway 

Secured and Rugged  

WLAN Router for IIoT 
WR312G-WLAN Series 

Industrial Secure Router 

The innovative Industrial Secure Router WR312G Series is designed for 

IIoT applications using WLAN networks. Dual RS232/422/485 ports with 

Modbus support brings sensor and meter data to cloud wirelessly. The 

WR312G router supports WLAN auto offload to guarantee continuous 

connections. To safeguard cybersecurity, security features such as 

Firewall, OpenVPN, GRE tunnel are supported. The embedded MQTTS, 

CoAP and RESTful API enables instant public cloud integration such as 

AWS or Azure. The private cloud platform ThingsMaster and ThingsMaster 

OTA can also be set up for an instant and secured access to

    receive data or manage devices remotely. 

 

 

 

 

 

 

High speed Wi-Fi Network 
• IEEE 802.11ac compliant & backward compatible with 

802.11a/b/g/n  

• Selectable 5G/2.4G Wi-Fi for local coverage, up to  

866Mbps bandwidth 

Serial Communication & High Throughput 

Data Switching 
・Dual serial ports with RS232/422/485 full functions for 

serial over Wi-Fi/Ethernet data switching 

・2-port Gigabit Ethernet supports routing and bridging mode 

・Close to wire-speed NAT routing performance ・

Hardware NAT for CPU utilization saving 

Dynamic Routing with Redundancy 

Protection 
・RIPv1&v2, OSPFv1&v2 for intra-domain routing within 

an autonomous system 

・Efficient unicast/multicast* static routing  

・VRRP guarantees sustainable routing in a single point 

of failure  

Rugged Design for Wayside Surveillance, ITS 

Application 
・EN50121-4 railway trackside EMC certificate 

design for Industrial IoT, ITS applications 

・Operating in -40~75oC environments 

・CE Marking 

・IEC61000-6-2/IEC61000-6-4 heavy industrial EMC 

compliance 

 

 

 

 

 

 

 

Enhanced Cyber Security & Redundancy 
・Firewall for inbound/outbound traffic 

・OpenVPN (server/client), and IPSec support AES256 for 

secure remote connection 

・L2TP with PPP, PAP, CHAP (LCP, IPCP) 

・GRE tunnel; HTTPs/SSH secure login 

・TACACS+ multi-user authentication 

・RSTP spanning tree protocol  

Industrial IoT LAN & Cloud Management 

・Embedded Amazon AWS & Microsoft Azure cloud service 

・Various configuration paths, including CGI WebGUI, CLI, 

SNMP and RMON* 

・1:1 NAT, port forwarding and NAPT for local traffic 

protection; ARP response over 802.2 LLC SNAP 

・Support SNMPv3 and entity-MIB (RFC4133), MIB II 

(RFC1213); NTP v3 time management 

NetMaster: Network Management System with VLAN  

visualization* and ERPS* Ring 

ViewMaster: Configuration Management 

ThingMaster: Interactive monitoring dashboard to collect     

data from field devices 

ThingMaster OTA: Realtime map showing the status, signal 

strength, location of the remote devices, over-the air batch 

device registration, configuration and firmware upgrade*, 

alerts on critical events to prevent downtime  

・Support MQTTS/CoAP protocol, ready to use AWS/Azure 

and Private Cloud Agent for cloud management 

・LLDP* for topology control, auto-topology drawing 

・USB for easy field configuration and firmware update 

・ Diagnostic tool includes Ping, TFTP, SNMP Trap, E-mail  

Alert and System Log 
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// Slave Address 

// Tag Name 

// Data Address, Register Address 

Secure IoT Modbus Tags 

Tag - based data acquisition with MQTTS/ CoAP support 

MQTT client acting as publisher and subscriber  

The latest TLS encryption and X.509 authentication 

Selectable serial port and data type. Sensor alive check  

and display sensor value. 

Secured Multi - sites Management 

N to N VPN 

Latest TLS encryption and X.509 authentication 

  ThingsMaster OTA (device management over the air)   

The OTA agent embedded in WR322 upgrades device management over the air, anywhere you are and any time you want over your  

mobile devices.   ThingsMaster OTA is a secured local OTA software that can be installed in a private or public server or even QNAP  

NAS (network attached storage). With OTA, all device information such as location, warning event can be shown in real time.   The 

maintenance such as configuration reload, or device reboot can also be run by group. 

Different centralized authentication servers are supported  

such as RADIUS and TACACS+. Using a central  

authentication server simplifies account administration, when  

you have more than one switches in the network. 

Authentication Chain is also supported. An authentication  

chain is an ordered list of authentication methods to handle  

more advanced authentication scenarios. For example, you  

can create an authentication chain which first contacts a  

RADIUS server, and then looks in a local database if the  

RADIUS server does not respond. 

  Multi - Level User Passwords 

  Built - in Microsoft Azure and Amazon AWS agent 
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