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Overview

IG902-X device open platform is a development tool based on InHand 1G902-X series edge
computing gateway. It is a programmable Python open platform integrated with the Python
development environment, commonly used Python modules, and system interactive APIs.

This document describes the system environment and development steps required for
developing Python apps based on the 1G902-X device open platform, instructing you to
quickly develop application services using the Python.
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Chapter 1 Setting Up the
Environment
1. Preparations

Contact InHand sales or technical support personnel to obtain the following:

Gateway system firmware (version 10403 or later)
Python SDK (version 1.0.5 or later)
IDE (OpenDevice IDE)

Python 2.7.14 installation package (Windows)

2. Upgrade the System Firmware

The upgrade procedure is as follows:

Log in to the web page of gateway (default IP address: 192.168.2.1 | user name: adm |
password: 123456). Choose Administration > Upgrade to perform the upgrade. When the
timeout period expires, restart the system to complete the upgrade.

Administration > x Upgrade e . English | /930 Username: adm

ana.na - Step: 2 TeLogout

‘Administration

a
Select the file to use:

St No file selected ( Browse.{| Upgrads )

Firmware Version : 1.0.0.r10403 f \

Services
Link Backup
Routing | g
Firewall
VPN

APP
Industrial
Tools

Wizards

Save Configuration

Copyright ©2001-2019
InHand Networks Co., Lid.
Al rights reserved.

3. Install and Upgrade PySDK

On the web page of gateway, choose APP > APP > Status, and click Upgrade to install or
upgrade the PySDK. After the timeout period expires, the system completes the installation or
upgrade, and makes the new version effective.
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A APP >> APP Username: adm
inhand i
[Smﬁus H ” ” P—ﬁl.ugout
Administration L I Al =
Extended Memory Card Unrecognized == l_/
Network .
) APPManager Status Running Total Alarms: 0
Services SDK Version 1.0.8 Upgrade Alarm Summary
Link Backup Debug Server Status Stopped
Routing APP Filesystem Use% 0% of 6709 MB
Firewall Data/Log Filesystem Use% 0% of 6709 MB 35 -
VEN Extended Filesystem Use% 0% Stop

APP
Industrial

Tools APP Running Status

¥ ¥ v v v v v v w v

Wizards APP SDK

12 AL Version Version

State Uptime Action

1 InModbus2 0.0.5 1.05 running pid 5152, uptime 2;26:03 Clear Log Show Log

Save Configuration |35 v Stop

Copyright ©2001-2018
InHand Networks Co., Ltd.
All rights reserved.

4. Install IDE Integrated Environment

The IDE integrated environment is developed based on the eclipse plug-in. It provides the
functions such as Python 2.7.1X app development, compiling, packaging, and Python pip
package management.

To install IDE, decompress OpenDevice.zip and run OpenDevice-V**.exe (* indicates the
version number).

5. Install Python on Windows

The local Python 2.7.14 environment on Windows is used to connect IDE to local packages
for fast compiling.

To install Python on Windows, download the installation package corresponding to your
system from the Python official website
https://www.python.org/downloads/release/python-2714/.

Keep clicking Next to retain default settings. When the following interface is displayed, select
Will be installed on local hard drive to complete the Python installation.


https://www.python.org/downloads/release/python-2714/
https://www.python.org/downloads/release/python-2714/
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1 Python 2.7.14 (64-bit) Setup %

Customize Python 2.7.14 (64-bit)

Select the way you want features to be installed.
Click on the icons in the tree below to change the
way features wil be installed.

Register Extensions A
Tl Tk
Documentation

Utility Scripts /«-’"
pip /
Testsuite

! Add python.exe to Path e
——=— Wil be installed onlocat hard drive

Prepend D:\| =38 Entire feature will be installed on local hard drive
variable. This

command Pr % Entire feature will be unavailable

python

) This feature requires 0KB on your hard drive.
windows
Disk Usage Advanced < Back Cancel

Check the Python environment on PC:
1. Press Win+R to open the cmd window.

2. Enter python and press Enter. When the following interface is displayed, the Python
environment settings are normal.

BE¥ cmd - python — O X L

n110. 0. 162¢
ion. Al reserved.
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Chapter 2 Python App
Development

IDE provides the commonly used functions such as code editing, compiling,
packaging, and package management. The IDE is available in the form of package.
You only need to decompress the package to use IDE.

This chapter describes the steps and precautions of using IDE to develop Python
apps.

1. Enable Gateway App Management and IDE
Debugging

To use all Python app management functions, enable the Python app manager first.

On the web page of gateway, choose APP >> APP and click APP Management. Select
Enable APP Manager and Enable IDE Debug, and click Apply & Save.

APP > > APP o Step:2 English | 5232 Username: adm

inhand [ SR
er '[:QPP Managemeﬁr ‘[ [%Logout
Administration ’ - - Seen:a )
~—— 4— Step:3
Enable APP Manager AN :
Netwerk " | Enable IDE Deb B
nable ebug D)
Services e P Step:4
Enable Extended Flash
Link Backup L
Routing + | Import APP Package
: »
Firewall No file selected. Browse... || Upload
VPN *
e (Sté.ﬁii + | APP Configuration
Industrial L Enable ID APP Name APP Version SDK Version Start Parameters Logfile Size(MB) Operation Method
Tools >
APP Management
Wizards &
START ALL STOP ALL
RESTART ALL
Save Configuration
ID APP Name Operation Method
- __7_(Ste;13
[ Apply & Save) Cancel
Copyright ©2001-2019 I
InHand Networks Co., Ltd.
All rights reserved.
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To view the app running status, choose APP > APP > Status. If the status is displayed as
Running, the app is running normally.
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APP > > APP

R Prrrie]

English | 5932 Username: adm

[%Logout

Administration

Extended Memory Card NotFound
Network ’ — —.
APPManager Status {_Running
Services 4 ———
SDK Version 1.0.4  Upgrade
Link Backup e e
Debug Server Status on
Routing > .
APP Filesystem Use% 4% of 6709 MB
ElTeucl " | Data/Log Filesystem Use%s 4% of 6708 M8
VPN ' Extended Filesystem Use% NotFound
APP L7
Industrial v
Tools ' | APP Running Status
Wizards L

=] APP Name APP Version SDK Version State Uptime

Save Configuration

Copyright ©2001-2019
InHand Networks Co, Ltd.
All rights reserved.

2. Develop App in IDE

Step 1: Launch IDE and select a working directory. When you develop an app in IDE, each

Python app project must have an independent working directory.

. Workspace Selection

Choose Workspace Directory

Your workspace directory is where settings and various data files will be stored.

Action

Manual Refresh v

Workspace Directory | E\work\OpenDeviceWorkiHelloWorld v

Browse...

Cancel

Refresh




Step 2: Create a project. Choose File > New > New Project.

@ InHand OpenDevice Workspace

~—8tep:1
@‘ Mar}\]u Navigate Search Window

=

(=1 Print

Step:2

Save

@m

Save ALL

Save As

Rename

Import

LI CI

Export

Refresh
Restart

Switch Workspace
Exit
Convert Line Delimiters To

Open File...

Cirl+Shift+5
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Step:3

|

- o x

- Zle

Cerl+P

#g Remot 52 EE Qutline

Crl+S

Refresh

=g Progress B Console 52 {8 Terminal|

Debug Server

BX%BERESE -5

Debug Server at port: 5678

Project name indicates the name of the project, namely, the name of the compiled app. Set

Host to the gateway IP address, set Password to the device sequence number (SN), and

retain the default settings for other options.

. nHand OpenDevice Workspace

File Menu Navigate Search Window

BOOCRREBLE=E

[% InHand Ope &2
=25 ¥

— O x
@ Create new python project m] * .
Create pyth ject B e
on proj
) ‘fg Remote Host ¥ . DEE Outline
[x] Praject name does not null —
~| || |Refresh
Project name “ ‘ T
— .
~ Project name
Remote Host Configuration
48 S5H Credentials
Host: 192.168.2.1
I } H — Gateway address
Password:
— i carial
[JAdvanced []5et remote default —Device serial number
=g Progress | B Cons: :
o
Debug Server |
Debug Server
= Back Next = Finish Cancel
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@ Create new python project O x

Package

Package Information

Select Device
(O IRS ([ ®iGe )

Package Configuration

Version ‘0.0.1

Email ‘

|
Author ‘Inhand ‘
|
|

Description ‘

License PRIVATE ~

= Back Mext = Cancel

When the new project is created, IDE prompts you to set the Python environment. The Quick
Auto-Config function is selected by default.

@ Python not configured 4

It seems that the Python interpreter is not currently configured.

How do you want to proceed?

Manual Caonfig ':l Quick Auto-Config __,P Advanced Auto-Config Don't ask again

A Note: If the IDE function is not enabled on the gateway web page or the SN is incorrectly
set in project creation, IDE cannot be connected to the device. In this situation, you do not
need to recreate the project. Instead, you only need to click ... in Remote Host on the right
side of IDE to reconnect to the device. The settings are as follows:

4 Name: name of the connection (customized, cannot be empty)

€ SFTP host: gateway IP address
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€ User name: pyuser (fixed user name)

€ Password: xxx (device SN)

Click Test SFTP Connection. The connection status is displayed.

4 Add | = Delete | = Copy Default| Name: |192.168.2.1 ‘
192.168.2.1 Connection

SFTP host: [192.168.2.1
Port: 222

User name: | pyuser |

Password: |ooooooooooooooo

Root path: |/var/app .. Autodetect

&l Test SFTP Connection | (=] Save

After the connection is set up, the successfully connected device is displayed in Remote
Host.

@ inHand OpenDevice Workspace

- ] X
File Menu Navigate Search Window
BOOICRRBLUESS 'z e
[# InHand Ope 2 & Remote Host £ ._Z= Outline
5% <

% HelloWerld

192.168.2.1 HelloV ~ | |..| | Refresh

S Remote host 192.168.2.1:222

= Progress | & Console £ 4 Terminal

= | BepEEBE = 2~ ~

Debug Server

Debug Server at port: 5678

Step 3: Edit code. After the environment settings are completed, you can develop the Python
app. This step describes the compiling process without mentioning the code editing. In this
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example, an edited Python app is imported to the IDE project directory for packaging.

(1) Copy the files from the project directory to the IDE project directory src.

wark » OpenDeviceWork s HellaWorld >:::::H.;|EW;;IJ:} v O o
*  Name Site
src

9 -pro 1KE

|| .project 1KB

|| .pydevproject 1KB

1] config.ini 1KB

L] setup.py 1KB

(2) Refresh the buffer.

@ InHand OpenDevice Workspace

File Menu MNavigate Search Window
i T T = i e
®OOIE2CRRBUESS
[£ InHand OpenDevice Explorer &3

S S =
elloWorld

T

—ew >

Go Into

PR R

Copy

Paste

% %o o
= S

-

Delete

x

Maove...

Copy

Paste

B [

Delete

x

Move...
Rename...

Remove from Context Ctrl+Alt+Shift+ Down

Import...
Export...

. Refresh -j> F5

Properties Alt+Enter B Terminal

A gl

(3) Compile the project file. Select the project name, for example, HelloWorld, and click

Compile Pyc.

10
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@ inHand OpenDevice Workspace

File Menu MNavigate Search Window

Step

é%uucmalﬂ-@@

Step 4: Debug the program. After the program is completed, click the Terminal tab on the

[Z InHand OpenDevice Explorer &2

B
i Filloiorld
:-' > [ src \:#"'""_ Step ‘1

Y |E configini
\“@_iﬂ_um:r/
& <Remote Python 192.168.2.1_H
> @ python (D:\Python27\python.ex

console, and click Open a terminal to open the Launch terminal interface. Set the
parameters and run Processor to debug the program. The procedure is as follows:

& @ InHand OpenDevice Workspace

[ Fle Menu Navigate Search Window

BOOICRReBLULESSD

- ]

2
[% InHand OpenD &%

1 [ Routerinfo 1

@ <Remote Python
> ¢ python [DA\Pythc|| 17

16

18

[l main [Pl Processor &2 \Z| config.ini 1 B setup 1 [Pl Control
og v 8= import os
v [ Helloworld & % import time
v @ sre £10 import json

> B Controlpy  ||@11 import libevent
> i8] main.py 12 import ReouterInfo
> §p] Processor.py 13 from Control import Control
2 config.ini @14 from AppTemplate libevent import AppTemplate
[B] setup.py 15 from MessageChannel import MessagePush, INOS_PUSH_ADDR

INPY_APP_PATH = '/var/app/'

%= class AppExample (AppTemplate) :

=

Refresh

» = Remote host 1(

x|
E]
LB @
% Re 2% JE Out

209 c_tief _init (self, vendor_name, app_name, version='1.0.07
21 AppTemplate. init (self, vendor name, app name, ver
< > —
=g Progress | & Consoli P Terminal &2 ]l
B i bl | &8
a o < >
I -

11
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£ InHand OpenDevice Explarer

4 155 Hellowirld
e
2 configini
B seppy

@ python (CiPython2N\mythanexs)

& <Remcte Python 19236821 InMedbus2 =

@ Laurch Terminal

Dabug Sarver

Debug

Chonse terminat
Setings
Hosts 197158

5 Progress @ Camsole [ Terminal £

)
TR

Loea Terminal
E il

/Tht default value is pyuser

g Scrial Number of 1G902

CEIEEY-IEEY ]

Tht-default value is 222.

Server at port: 5678

Encoding: UTF8 B
7] Save user T Save password
@ Cancel
Connected - Encoding: UTF-8 1
@ InHand OpenDevice Workspace - O X
File Menu Navigate Search Window
. = R : . = = '
BEOYOIBERReBHUEEY :
[£ InHand OpenD i3 [5) main [Pl Processor 2 |= config.ini W &) setup W [F) Control ] [F] Routerinfo 1 §§ Re 2 ™ EE
& e
E% Y| g=import os %
2 . .
v g HelloWarld & 9 import time - « | | Refresh
v g8 src 810 import Json —_—
{1 Control.py @11 import libevent - S Remote host 1(
B main.py 12 import RouterInfo
] Processor.py 13 from Control import Control
|2/ config.ini @14 from AppTemplate_libevent import AppTemplate
Bl setup.py 15 from MessageChannel import MessagePush, INOS_PUSH_ADDR

@ =Remote Python
@ python (D\Pythc

1le

17 INPY APP_PATH = '/v

< > —
=g Progress | B Consale [ & Terminal &3
ERIEEE TSI
B SSH pyuser@10.5.16.201:222 (19-2-26 T4-4:38) 2
~ $ 1s A
zureEdgeManager bin data log
HelloWorld cfg 1lib lost+found
~ 5 python bin/HelloWorld
Traceback (most recent call last):
File "/war/app/HelloWorld/src/main.py”, line 40, in <module>
maini{)
File "/wvar/app/HelloWorld/src/main.py™, line 33, in main
app = AppExample ('InHand', 'HelloWorld')
v
< > ||« > < >

Connected - Encoding: GBK

Step 5: Generate the program package. Click the project name Helloworld and click m
An executable package file of the gateway is generated. That is, <project name +version
number>.tar.gz is the generated app file package.

12
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@ nHand OpenDevice Workspace

File Menu Navigate Search Window Step:?2
i T P ' i = P
BOOERReBUESS
[# InHand OpenDevice Explorer &2 [F] Processor i
S 2% v 1
T HelloWorld g Stepn: 1 2 -
{ o J g e I
v @@ src =5 —_—
[F] Control.py ii 'f'—'-'—" San -F
B meiy > ._cr:-’LL’lthor: Inhand
@ Processor.py I_
B conﬁiini - . £ B
<ER HelloWorld-v0.0.1.tar.gz> “S|TmpeTL 08 -
T — — % import time
;ﬂ setup.py a1n .
@ <Remote Python 19216821 H[or . ThECOTE JSon
<Remote By e @11 import libevent
& python (DAPython27\python.ex @12 from RouterInfo import RouterInfo
13 from Control import Control
@14 from AppTemplate libevent import AppTemplate
@15 from MessageChannel import MessagePush, INOS
17 INPY APP PATH = '/var/app/'
1%9-class AppExample (AppTemplate) :
20 def  init (self, vendor_name, app_name
P — _ -~ L P . .
=g Progress | & Consale & & Terminal
% BEE| ™ B~

Studio Conscle
[INFO] : Compressing
[INFOT TEnd of_buj_zgj:::

3. Install the Third-Party Dependence Package

The third-party dependence packages are often required during development. IDE provides
the corresponding package management function for you to add and delete dependence
packages.

For example, the procedure for installing the PyYAML package is as follows:

13
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ihand

[ ]

File Menu MNavigate Search Window

BOO2EReEG]

[£ InHand OpenDevice Explorer &3
=g T
~ [0 HelloWorld
v g3 sre
[F] Control.py
[F] main.py
@ Processor.py
|2l config.ini
=l HellowWaorld-v0.0.1.tar.gz
[F] setup.py 8 1
@ <Remoate Python 192,168,2.1_H ‘.'9:
@ python (Di\Python27\python.ex | o |
a1
a1

S

Stug

[I.-

A Note:

InHand Networks 1G902 Device Open Platform Quick Start Manual

R .._\\/ Step:1 ‘
&P zle
[F] Processar = Remot o= utline
[ B b g R 52 B2 Outl

1au I

Dependence Package EI - | [l

Package name Package version | Remote host 192.16¢

asnlcrypto 0.24.0

berypt 3.1.6

cachetools 200,

i ® X

click Package name lpxyargl ¥~ Step:3 ‘

canfigparser —

o Packageversicﬂq_?‘ul ,{ ‘

cpppo

cryptography  ——

enum34 (o P conce

Flask .‘-._.-_7 a— -

greenery 2.1 Step:4

ipaddress 1.0.22

itsdangerous 0.24

Jinja2 2.10

MarkupSafe 1.0

meld3 1.0.2

v |
________ n / Step:2
D ——
Cancel Uninstall N Install _/
gl

If other language libraries (such as C/C++) are needed for installing the dependence
package, contact the technical support personnel or wait until the compiling tool chain is

open.

If no pop-up window is displayed after you click Package Manager of IDE, do not click it
repeatedly. Wait until the installation window is displayed.

14
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Chapter 3 Python APP Installation
1. Install Python App

On the web page of the gateway, choose APP > APP > APP Management, click Browse to
select the app package, and click Upload to upload the app to the device.

APP > > APP English | 5237 Username: adm

era-nd [ |[APP Management|[ Il [FLogout

Administration

Enable APP Manager

Network 4
Enable IDE Debug
Services 4
Enable Extended Flash
Link Backup e
Routing » | Import APP Package
N 3 e B T
Lz _Nofile selected Browse... || Upload |
VPN 4 - I ——
APP » | APP Configuration
Industrial b Enable ID APP Name APP Version SDK Version Start Parameters Logfile Size(MB) Operation Method
Tools e
APP Management
Wizards Y
START ALL STOP ALL
RESTART ALL
Save Configuration
[ APP Name Operation Method
Apply & Save Cancel

Copyright ©2001-2019
InHand Netwerks Co, Ltd.
All rights reserved.

Import the customized app configuration file. If the configuration file does not need to be
modified, the gateway uses the default configuration file in the app package by default.

English | 5232 Username: adm

A APP >:> APP
inhana
[ APP Management | | I [%iLogout
Administration 4 L
Enable APP Manager Ci
Network 4
N Enable IDE Debug Cl
Servi
srices Enable Extended Flash .
Link Backup e
Routing + | Import APP Package
fl L3
Firewall No file selected. Browse... || Upload
VPN 4
APP » | APP Configuration
i 3
R Enable ID APP Name AP.P SD.K Start Parameters I_.ogﬁle Operation Method
c D Version Version Size(MB)
Tools ———
1 HelloWorld 001 | 1.0.5 1 [ Import Config|| Export Config | Export App Uninstall
Wizards ’ T
APP Management
Save Configuration START ALL STOP ALL
RESTART ALL
ID APP Name Operation Method
Copyright ©2001-2018
InHand Networks Co,, Ltd.
All rights reserved. anpiviSar Cancel
3

Run the app.

15
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Administration

Network 4
Services 2
Link Backup >
Routing b
Firewall e
VPN U
APP 4
Industrial 4
Tools e
Wizards e

Save Configuration

Copyright ©2001-2018

InHand Metworks Co., Ltd.

All rights reserved.

APP >> APP
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f—| rAPP Management | (

English | 5532 Username: adm

[%Logout

Enable APP Manager
Enable IDE Debug
Enable Bxtended Flash

Import APP Package

No file selected
APP Configuration

Enable ID APP Name

1 HelloWorld

Step:1
APP Management
START ALL

STOP ALL
RESTART ALL

1D APP Name

e
_V_App\y & Save_r_

APP

Browse

SDK

Version Version

0.0.1

1.0.5

Start Parameters

Operation Method

Upload

Logfile
Size(MB)

1 Import Config || Export Config

Operation Method

Export App Uninstall

2. View the Python App Status

On the web page of gateway, choose APP >> APP >> Status to view details about the
Python app. To view the running log of a specific app, click Show Log.

inhand
Administration
Network 4
Services
Link Backup
Routing
Firewall
VPN 4
APP L
Industrial
Tools

Wizards ’

Save Configuration

Copyright ©2001-2019

InHand Networks Co., Ltd.

All rights reserved.

APP >> APP

status | |

Il

English | 552 Username: adm

[FiLogout

Extended Memory Card
APPManager Status

SDK Version

Debug Server Status

APP Filesystem Use%
Data/Log Filesystem Use%
Extended Filesystem Use%

APP Running Status

o APP Name

1 HelloWorld

NotFound
Running

1.0.8

on

5% of 6709 MB
5% of 6709 MB
NotFound

APP
Version

0.0.1

SDK
Version

1.6.0

Upgrade

State

Action

Uptime

pid 23935, uptime 0:01:08 Clear Log

Manual Refresh v Refresh

16



(o - . .
inhand InHand Networks 1G902 Device Open Platform Quick Start Manual @

FAQS
1. IDE Abnormality

IDE reports the error: [EXCEPTION]:java.net.ConnectException: Connection refused:
connect ... Why?

There are two possible reasons: (1) IDE debugging is not enabled on the gateway web page.
(2) The session expires. Click Refresh on the Remote Host interface of IDE to set up the
session again.

Contact Us

Add: 3900 Jermantown Rd., Suite 150, Fairfax, VA 22030 USA
E-mail: support@inhandneworks.com

T: +1 (703) 348-2988

URL: www.inhandnetworks.com InHand Website

© 2019 InHand Networks Inc. All rights reserved.InHand Networks Inc. reserves the right to update or modify,

this document at any time without prior notice.
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